Data Perceptions®
Enterprise Identity Maturity Checklist

Enterprise identity is now the first and most important control surface for protecting collaboration in the age
of Al impersonation. This checklist helps organizations quickly assess the strength of their identity posture across
five maturity levels, from basic hygiene to advanced Al-resilient and agent-aware security. Each level reflects the
evolving requirements for verifying users, devices, applications, and now Al agents across meetings, messaging, and
contact center interactions. Use this guide to determine where your organization stands today and to identify the
most impactful next steps to reduce impersonation risk, strengthen organizational trust, and prepare for the Al-
driven threats emerging across digital collaboration workflows.

Level 1 — Legacy Identity Hygiene
[C] MFA enabled for all users

[] strong passwords, no shared accounts
[l Remove dormant accounts

[] Waiting rooms & restricted sharing in meetings

Level 2 — Secure Application & Cross-Tenant Identity
[] SSO across apps; federation + SCIM provisioning

[] Inter-Application secure authentication method (SAML, OIDC)
[] Inter-Application user and group provisioning (SCIM)

Level 3 — Passkeys & Zero Trust
[[] Passwordless enabled for everyone
[] Passwordless with secure keys for high-risk personnel and administrators

[] Conditional Access using device posture, location, and risk

Level 4 — Al-Resilient Identity Security
[] Behavioral & continuous authentication
[] PAM with separate accounts and secure keys
[] Al-driven anomaly detection for collaboration
[] XDR/EDR & SIEM/SOAR integration

Level 5 — Al Agent Governance (2026+)

Secure identities for all Al agents (nonhuman identities)
Inline agent protections (prompt-injection & data-leak controls)

Cryptographic meeting-join verification for sensitive calls

Ooodo

Integrated deepfake detection in collaboration

Deploy phishing-resistant passkeys enterprise-wide
Enable continuous, risk-based authentication
Implement privilege access (PAM) for admins

Govern Al agent identities & access

Oodoo

Integrate real-time deepfake detection into workflows
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Identity-First Collaboration Architecture
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